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Abstract—This paper considers the problem of fault accommodation in complex safety-critical
discrete-event systems described by the fuzzy finite state automaton model. The problem is
solved by forming control that ensures complete decoupling from fault-induced effects. The
fault-tolerant control scheme contains several channels activated depending on the diagnosed
fault. Each channel includes two main blocks: 1) an auxiliary deterministic finite state au-
tomaton (observer) estimating the fuzzy vector of possibilities of system transitions to various
states and 2) a converter forming the input of the controlled system based on a new external
input and the observer state. An integrated approach (the pair algebra of fuzzy coverings) is
proposed to describe the blocks and the new input. A distinctive feature of this approach is
the joint use of mathematical constructs of the pair algebra of coverings (system of sets) and
fuzzy logic.
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1. INTRODUCTION

The fault-tolerance requirement imposed on controlled safety-critical systems assumes the ability
of such systems to adapt their behavior to faults arising during operation. Following the classifi-
cation of adaptive systems into self-tuning and self-organizing systems, one distinguishes between
two fundamentally different approaches to ensuring fault tolerance. The first approach (self-tuning
or fault accommodation) is to form a fault-tolerant control law under which a faulty system will
continue operation while preserving its most important performance indices within admissible lim-
its. The second approach (self-organization) is to introduce structural changes into the system and
its reconfiguration in order to remove failed elements and use reserve ones.

In this paper, we address the fault accommodation problem. In the monograph [1], it was solved
using an original approach with the following stages: 1) fault detection, 2) fault isolation, 3) fault
identification (determination of the fault value), 4) construction of a model of the faulty system,
and, finally, 5) fault-tolerant control design based on the model. The approach to accommodation
proposed therein involves mathematical models of controlled systems in the form of linear ordinary
differential equations. Stages 1-3 are implemented using well-developed fault diagnosis methods
for linear dynamic systems, and an appropriate control law (stage 5) is constructed by optimal
control methods.
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AN INTEGRATED APPROACH TO FAULT ACCOMMODATION 927

The efficiency of fault accommodation is primarily determined by the speed of forming the fault-
tolerant control law. Therefore, the possibility of reducing the time costs of implementing each
accommodation stage, or even excluding some stages, is crucial for improving accommodation.
The second factor impacting the efficiency of accommodation is the accuracy of the controlled
system model used to form the fault-tolerant control law. Consequently, it is necessary to apply
nonlinear dynamic models, which most accurately describe the behavior of real systems, and robust
methods for fault diagnosis and fault-tolerant control, which reduce the impact of uncontrolled
factors (exogenous disturbances and model errors).

Several works, e.g., see [2, 3], are remarkable for the use of adaptive sliding mode observers for
simultaneously estimating the state and parameters of the system and fault-tolerant control design
methods based on sliding modes. Such a framework provides acceptable time costs for implementing
the accommodation stages.

For controlled systems modeled by nonlinear ordinary differential equations, an approach with-
out stages 3 and 4 was proposed in [4]. Its peculiarity is the use of a control law ensuring complete
decoupling from the effects caused by faults. This approach was later extended to controlled systems
described by discrete-time models in the form of nonlinear difference equations [5].

In addition to the above classes of continuous- or discrete-time controlled systems described
by linear or nonlinear differential or difference equations, there exists an important class of so-
called discrete-event systems (DESs) [6, 7]. These include not only systems that naturally fall
into the class (e.g., digital information processing and control systems). Many complex systems
conventionally classified as continuous, such as physical, technical (including human—machine ones),
and socioeconomic systems, can be treated as DESs at the upper level of their hierarchy.

DESs possess the following distinctive features:

1. DESs are discrete in time and in the values of state variables.

2. The state space of a DES is finite; states may have different semantic content, e.g., “the DES
is idle,” “the DES operates in a certain mode” (possibly caused by a system fault), “the operation
of the DES is completed,” etc.

3. The operation of a DES is determined by events that may be consequences of certain external
actions (inputs or commands) and faults, e.g., “start operation,” “change the operating mode of the
fault-free DES,” “correct the control law when a certain fault is detected in the DES,” “terminate
the operation of the DES,” etc.

4. As a rule, a DES behaves randomly, which is associated with the possibility of realizing
different transitions from one state to another initiated by the same event.

The following mathematical models are commonly employed to describe DESs for subsequent
fault diagnosis and fault-tolerant control design [8]:

1) deterministic finite state automata,

2) probabilistic finite state automata and Markov chains, and

3) Petri nets.

This paper focuses on the use of finite state automaton (FSA) models. By assumption, the
inputs and outputs of an FSA are formed as observable events (external and internal, respectively),
while the occurrence of a DES fault is treated as a directly unobservable internal event. A solution
of the fault accommodation problem in a DES based on the deterministic FSA (DFSA) model and
the complete decoupling principle was presented in [9]. This solution involves the mathematical
apparatus of the pair algebra of partitions [10].

Whenever the DFSA model of a DES is unavailable, along with the probabilistic FSA model,
models of nondeterministic and fuzzy FSAs (NFSA and FFSA, respectively) can also be applied.
Compared with their probabilistic counterparts, nondeterministic and fuzzy models reduce the
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volume of required computations, leading to lower time costs for fault accommodation. NFSA and
FFSA models reflect the situation of transitions to different states from a certain fixed state and a
certain fixed input of the automaton. Note that in the NFSA case, no priority can be assigned to
the possibility of realizing a particular transition. In contrast, in the FFSA case, additional (e.g.,
statistical) information, expert estimates, learning results, etc., can be utilized to obtain the degree
of confidence in the realization of each possible transition.

The aim of this paper is to extend the results of [9] to the case of FFSA models of DESs. The
problem under consideration is to develop fault-tolerant control design methods oriented toward
FFSA models of DESs. To solve this problem, we employ mathematical constructs of the pair
algebra of coverings [10], fuzzy logic [11], and also the concepts of a fuzzy automaton [12] and its
determinizer [13].

2. PROBLEM STATEMENT
Let the fault-free operation of a DES be described by the FFSA model

A= (U,X,Y,5 )\ 2(0)), (1)

where U = {u1,...,um}, X ={x1,...,2,}, and Y = {y1,...,y;} are finite sets of inputs, states,
and outputs, respectively; x(0) € X is a known initial state; § : X x U — pu(X) and A : X — pu(Y)
are fuzzy transition and output functions, respectively; u(X) € {u(z;) €[0,1],1 <i<n} and
p(Y) e {u(y;) € [0,1],1 < j <1} are fuzzy sets. For the fuzzy transition function 6, we will adopt
a matrix representation in which transitions performed under an input uy € U are described by
a matrix M¥ of dimensions n x n : its element Mzkj € [0,1] characterizes the degree of confidence
that the automaton A will pass from a state x; € X to a state z; € X under an input uy. Let S(U)
denote the set of all matrices M*, 1 < k < m. To specify the fuzzy output function \, we will use a
matrix L of dimensions [ X n : its element L; ; determines the degree of confidence that the output
y; € Y will be formed by the automaton A in a state z; € X. (Note that the same output can be
formed in different DES states.) Let S(Y') denote the set of all rows L;, 1 < ¢ <[, of the matrix L.

Model (1) corresponds to a special case of an FFSA with deterministic inputs and fuzzy transition
and output functions [15]. If it is difficult to justify the degree of confidence in the possibility of
transitions, one can proceed by setting Mz!fj = 1 for a correct transition and Mzkj = 0 for an incorrect
transition. Thereby, one will pass from the FFSA model of the DES to its NFSA model.

Let X; 1, Xir C X, be the set of all states reachable from a state z; € X under an input u;, € U.
Suppose that a fault fs, 1 <s< N, in the DES (1) can be represented by a distortion of the
transition function ¢ such that under an input u; € U, an incorrect transition from a state x; to
a state xy ¢ X, is realized instead of an correct one to a state x; € X; ;. We will write this fact
as follows: fs: (x; — ¢); . In this case, the matrix MF of the DES with the fault f; is obtained
from the matrix M* of the fault-free DES by changing the value of the element Mi":t from 0 to 1.
The analysis below is based on the hypothesis of single faults from a given list F' = {f1,..., fx}.

Consider the sequence and content of actions necessary for forming a control law that ensures

complete decoupling from the effects caused by a fault fs. We introduce the FFSA model of the
DES with a fault fs :

Ay = (U, X,Y, 85, ), z(0)). 2)

The transition function 5 of model (2) can be obtained by supplementing the set of transitions
determined by the function 0 of model (1) with a transition initiated by a fault fs € F' through
changing the matrix M* in the manner described above. Owing to the features of constructing the
matrix M*, model (2) reflects the possibility of a correct transition during the fault-free operation
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of the DES and also the possibility of an incorrect transition to a state caused by a DES fault.
Hence, we can speak of a certain correspondence between the behavior of model (2) and that of
both the fault-free DES and the DES with a fault.

Following [9], let the input u ensuring accommodation to a fault fs be formed in accordance
with the law

U :g(x()ay)u*)v (3)
where g is a mapping to be determined; u, is a new input; xg is the state of the deterministic FSA
AO = (Xo, U x K(SQ,.IQ(O)), (4)

whose transition function &g is defined by the mapping X x U x Y — X and is found by deter-
minizing the automaton Ag; 29(0) € X is the initial state of the automaton Ag; the output function
of the automaton Ay is not considered an independent object. Note that the description of the
deterministic FSA Ay, hereinafter called the observer, does not depend on the (non-)occurrence of
a DES fault f.

To find the control law ensuring accommodation of the DES (1) to a fault fs; € F', it is necessary
to solve the following problems sequentially:

1) construct model (2) of the DES with a fault fs;
2) find the observer (4) by determinizing the automaton (2);
3) find the mapping g and form the control law (3).

These problems define the structure of the paper. In Section 3, we present an approach to
determinizing an FFSA by fuzzy logic methods and reveal its drawback. To provide theoretical
grounds for an approach that eliminates the drawback, we elaborate the algebra of fuzzy coverings
(Section 4) and propose an algorithm for constructing an observer (Section 5). The issues of fault-
tolerant control design are discussed in Section 6. An illustrative example is given in Section 7.
The outcomes of this research are summarized in the Conclusions (Section 8).

3. DETERMINIZATION OF THE FUZZY FINITE STATE AUTOMATON A,

Recall several operations of fuzzy logic that are important for the subsequent presentation. A
fuzzy matrix B = {B;;} is a matrix with elements B;; € [0, 1]. Hence, the matrices from the set S(U)
introduced above are fuzzy matrices. Now, let B and C' be fuzzy matrices of dimensions a x b and
b X ¢, respectively. The product of fuzzy matrices is defined as [13]

(BC)ZJ = max mi.n(BihChj) = max(min(BﬂCU), ce ,min(Bibej),
v

where 1 <7< a, 1 <h<b, and 1 < j < c. This formula generalizes the well-known matrix mul-
tiplication one [16, p. 24]; it is obtalned by replacing the product (sum) of matrix elements with
their minimum (maximum, respectively). Here is a simple example.

Ezample 1. Consider matrices of the form
0.1 09 0.6 0.3
B_<0.7 0.2)’ C_<0.4 O.8>'
Straightforward calculations yield
(BC)11 = max(min(0.1 0.6), min(0.9 0.4)
B(C)12 = max(min(0.1 0.3), min(0.9 0.8)

)
( )
(BC)21 = (min(0.7 0.6), min(0.9 0.4)) = 0.
(BC)22 = max(min(0.7 0.3), min(0.2 0. ))

CTA
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As a result, the product of fuzzy matrices is
04 0.8
BC = .
( 0.6 0.3 )

We denote by FE the set of fuzzy vectors of dimensions 1 x n; their components can take values in
the interval [0,1]. Let A’ = (U, X, d) be a fuzzy semiautomaton (i.e., an automaton A without the
output function) and S(U) be the set of fuzzy transition matrices of the automaton. Suppose that
the signature (the set of admissible operations) ¥ includes all operations involving multiplication
of a fuzzy vector of dimensions 1 x n on the right by a matrix from the set S(U). Also, let E° C F
be the set of all unit vectors of dimensions 1 x n, called generating states of the determinizer. The
closure [E]y, of the set E with respect to the signature X is the set of all vectors (including those

of E) that can be obtained by applying operations from X to vectors from E. We propose the
following algorithm.

Algorithm 1 (construction of the closure).
1. Set ¢ = 0.

2. Find the set of vectors E'T! = E U [E']y.
3. If B! = E* set [E]y = E'. End.

4. Assign i := i+ 1 and return to step 2.

According to [13], the determinizer D(A’) of the FFSA A’ is a DFSA described by the triple
D(A) = (S(X),U,ép), (5)

where S(X) = [E]gq) and ép : S(X) x S(U) — S(X) is the determinizer’s transition function
defined as

6p (piyup) = pM*®,  p; € S(X), MFe SU). (6)

Thus, each state u; of the determinizer is associated with a certain fuzzy vector of membership
grades characterizing the possibility of reaching certain states of the controlled DES during its
operation.

In [14], the maximum number of states of the determinizer was estimated as
BS5(X) <¢" -1, (7)

where the symbol # denotes cardinality; ¢ is the number of different values of elements of fuzzy
matrices from the set S(U); as before, n is the number of states of the FFSA.

According to the relation (7), the number of states of the determinizer can substantially exceed
that of the original automaton and grows exponentially with the latter. This fact has minimal
impact on fault diagnosis since such problems are solved in real time without requiring the com-
plete description of the determinizer [14]. However, in the case of fault accommodation, additional
computations are needed to find the mapping g and choose the control u, based on the deter-
minizer’s description. The volume and feasibility of computations will be directly related to the
determinizer’s dimension. As a consequence, there may exist a restriction on the dimension of
the original system model. To overcome this restriction, we propose to design the observer Ag
with another set of states, i.e., to replace the closure E with a certain set not exceeding, by the
dimension, the original model (1), while preserving its closedness with respect to operations from
the signature X. To find such a set, the pair algebra of fuzzy coverings will be introduced below.

Another difference between the observer and the determinizer is that the former’s transition
function also depends on the DES output. Therefore, it is possible to refine the membership
grades (the components of fuzzy vectors associated with x() considering the additional information
contained in the DES output. This feature explains the term “observer” used for the automaton Ay.
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4. THE PAIR ALGEBRA OF FUZZY COVERINGS

In [17], constructs of the pair algebra of coverings were introduced for solving the determinization
problem of NFSAs. Below, these constructs are extended to fuzzy sets to propose an approach to
determinizing FFSAs considering the information contained in the fuzzy model of DESs.

Recall that a covering 7 of a set X is a set of its subsets (blocks of the covering) 7 =
{Bx1,...,Bx,} such that

B CX, U Bri = X, Br € Brj = By = Brj.

Note that under the additional condition
Bﬂ,kﬁBr,j :(Da k#]a

the above constructs define a partition of X. The set of all coverings of a set X is denoted by IIx.

Assume that the blocks of the coverings considered below are fuzzy sets. It is convenient
to specify such blocks by a row vector of membership functions. In this case, the notation
pB,,; = (0 0.1 0.7 0 0 0.5) means that (a) the cardinality of X is 6, (b) the jth block of the
covering 7 contains the states xo, s, and xg, and (c) the nonzero membership grades of these
states for the jth block of the covering are up, ;(72) = 0.1, pup, ;(z3) = 0.7, and pup_,(z¢) = 0.5.

To perform operations on coverings, it is necessary to find the intersections and unions of their
blocks. Let w and o be certain coverings of a set X. In accordance with the rules of operations on
fuzzy sets [14], we write

KB, ;nB,,(Ti) = min(up, ;(z:), 1B, , (i),

KB, ;UB,,(zi) = max(up, (i), uB, , (%))

A covering 7 is said to be less than or equal to a covering o, m < o, if, for each block By ; of m,
there always exists a block B, ) of o such that B ; C By . In this case, By ; U By, = By, and
hence the inclusion By ; C B, requires the fuzzy set B, j to dominate the fuzzy set By ;, i.e.,

1B, (i) < p, (i), 1<i<n. (8)

There are two special coverings, denoted by 0 and 1, representing partitions such that each block
of 0 contains only one element of a set X, while 1 includes only one block containing all elements
of X. For an arbitrary covering 7 of a set X, we have

0<nm<1.

As is known [10], the set of all coverings of a set X with a partial order relation forms a lattice.
Consequently, for each pair of coverings 7 and o, one can find the two coverings inf(w,o) and
sup(m, o). These coverings are conventionally denoted by m x ¢ and 7 + o, respectively (the product
and sum of coverings). To calculate them, we use the rules formulated in [17].

1. Each block of the covering 7 x ¢ is the intersection of certain blocks of the coverings 7 and o.

2. Each block of the covering 7 + o is the union of intersecting blocks of the coverings 7 and o.

We emphasize a peculiarity that may arise during the operation x. Let the zero partition be
the result of this operation in accordance with the rules of traditional algebra of coverings [10].
However, with formal application of the above method considering membership functions, blocks
of the zero partition may appear for which the values of the membership functions of states are
strictly less than 1. This indicates a singularity in the process of transforming the FFSA model of
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the system (e.g., during its determinization). If necessary, a possible recipe here is to pass (fully or
partially) to the NFSA model of the system by replacing the nonzero values of the corresponding
membership functions with 1.

Ezample 2. Consider X = {x1, x9, 3, x4, x5, xg} and coverings m = {(z1); (z3); (x2,24);
(x2, w5, x6)}, 0 = {(x1); (x2,25); (x3,24); (x4,26)} with the membership functions of states for
the corresponding blocks up, ,(z2) = 0.5 and up, ;(x4) = 0.3; the other membership functions are
equal to 1. By applying the rule for the intersection of fuzzy sets to the blocks of the coverings
7 and o, we obtain the membership functions up, 0B, (21) = kB, nBy5(T3) = B, 5nB,.(T2) =
HBr 3NBs 4 ('7;4) = HUBr 4NBs (xﬁ) =1, KBy 4NBo. 2 ($5) = 0.5, and HBr 3NBo3 ($4) = 0.3. The member-
ship functions of states for the empty sets obtained by intersecting blocks of the partitions 7 and o
are zero. Note that By 3ns2 € Brang2. Following the definition of a covering, it is necessary to
replace both of these blocks by one block B 3n52 U By 4052 dominating them. Moreover, the fuzzy
set By 3N B, 4 dominates the fuzzy set Br 3N B, 3. As a result, we have arrived at the partition
T x o = {(21); (¥3); (¥2,5); (x4); (z6)}.

Now, let us find the sum of these coverings, m+ . By uniting the intersecting blocks of coverings,
we obtain

KBy 1UBy 1 (T1) = 4By 5UB, 5(T3) = 4B, 2UB, 5 (T4) = 1B, 4UB, ., (T2)
= /1By 3UBy(T4) = [B, 3UBy»(T5) = UB, 3UBy5(T3) = 1B, 3UB, 5 (T4)
= /1By 4UBy(T2) = [B, 4UBy»(T5) = UB, 4UBy2(T6) = B, 4UB,. 5(72)
= /1B, 4UB,5(T3) = I4B, 4UB,5(T4) = UB, 4UB,5(T5) = 1B, 4UB, 5 (T6)

= [4By 2UBy.4(%2) = 1B, 4UB,.4(T5) = 1B, 4UB,.4(T6) = 1,
KBy 3UB,5(®2) = 0.5, pup. ,uB,.(r3) = 0.3.

When constructing the resulting covering, we take into account that By 3U B, 3 dominates
Bﬂ-72 @] BU73 and also Bmg @] Bmg - Bﬂ74 @] BU74, Bmg @] BU74 - Bﬂ74 @] BU74, and Bﬂ-A U Bmg - Bﬂ-A U Bg74.
As a consequence, the dominating fuzzy sets Br3U B;3 and By 3 U By 4 U B2 U B, 4 are chosen
as the independent blocks of the covering 7 + o. The final covering is 7 + o = {(x1); (z2, x3, x4);
(22, x4, x5, x6)}, where the second block represents a fuzzy set since puBris2(22) = 0.5.

Let m and o be certain coverings of a set X. For the convenience of further presentation, we
give a concise description only for the main constructs of the pair algebra of coverings (used in
this paper), i.e., the binary relation A, the concept of pair coverings, and the operator m. More
complete information on this issue can be found, e.g., in [10].

Coverings 7 and o are said to satisfy the relation A, (7,0) € A, and form a pair if

r=2'(r) = 6(z,ug) = 6(2',ug) (o) Yup € U. (9)
Let z,2" € By ;. According to [17], for each uy, € U, we can write §(x, uy), 6(z", uy) € Bﬁ,j’ where
the vector of membership functions pgr is defined by
a,)
pps = tpm ME,  MFe MU). (10)

For a given covering , there may exist several coverings satisfying the relation (7,0) € A. In
particular, (7,1) € A is valid for any covering 7. We introduce the operator m that bijectively
associates the covering m(m) with a covering 7 as follows:

(m,m(m)) € A, (m,0) € A=m(r)<o.
The operator m(7) is computed by the following algorithm.
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Algorithm 2 (computation of the operator m(m)).

1. For each u, € U and each j, 1 < j < v, where v is the number of blocks of a covering «, find
the subset Bk using (10).

2. Write the set of non-empty subsets QQ = {BU], <ks<m,1<j< v}

3. Form the covering m(7) from @ by uniting those subsets for Wthh one is contained in another.
End.

Ezample 3. Consider an FFSA described by the matrices

01000 00 0 0 0 00 00 O
00000 0 0 07 030 00 00 O
M'=[0 00 O0O|, M?>=|0 0406 0 0|, M>*=[0 09 0 0 0.1],
00000 00 0 0 0 0 0 00 1
00000 1 0 0 0 0 1 0 00 0

and set m = 0. It is required to compute 0 = m(7). When executing step 1 of Algorithm 2, with
the first block up, = (10000) of the covering 7 taken as a basis, we obtain the vector mem-
bership function pip1 = pB,, M =(01000) corresponding to the subset B}, = {x2}. Next, the
vector membership functions g2, = /137r M?=(00000)and pps = i, M3 =(00000), cor-

responding to the empty subsets 1 and Bal, are found. For the remaining blocks of the
covering 7, similar computations yleld non-empty fuzzy subsets with the membership functions
1B, (00100),u332:(000.70.3 0), Igs, =(10.7000), KB, =(00.40.6 00), B3, =
(0 0 0 900.1), B3, = (O 0001),and P53, (1 0 000).In accordance with step 2 of Algorlthm 2,

= {BU5,B017BU?,,BUQ,BU:s7 374} = {(z1); (xg); (x2,x3); (x3,24); (x5)}. For step 3 of the al-
gorlthm note that Bm1 - ng and B3 C B2,. We replace the above fuzzy sets with the
dominating fuzzy ones B* = Bl 1 U B2 o3 and B** = B3 54 UBU3 with the membership functions
ups = (010.6 00) and up« = (000. 90 0.1), respectlvely Finally, we arrive at the fuzzy cov-
ering o = {B3 5; Bx; B2 3; B**} = {(x1); (22, ¥3); (€3, 74); (3, 25)} with the corresponding member-
ship functions.

Note that, in contrast to DFSAs, the relation m(0) # 0 always holds for NFSAs or FFSAs.

5. DESIGN OF THE OBSERVER A4,

For an arbitrary covering ¢, by analogy with the constructs of the algebra of functions for
continuous-time dynamic systems [4], we introduce the concepts of d-invariance,

(0, 0) € A,

and (A, d)-invariance,
(A X @, ) € A, (11)

where the blocks of a fuzzy covering 7 are specified by the rows of the matrix L. Obviously, J-in-
variance is a special case of (\, §)-invariance (for 7, = 1). The latter concept will be used to design
the observer Ay. It has the following informational meaning [10]. Assume that at some discrete
time instant, there is complete information about the DES output or, equivalently, information
about the current DES state up to some block of a covering 7y, as well as additional information
about the current state up to some block of a covering ¢. Then the DES state at the next discrete
time instant can surely be calculated up to some block of the covering .

A (X, 0)-invariant covering such that
¢* <o, (12)
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where ¢° is a given covering, can be found using an algorithm similar to the one presented in [15];
by assumption, the operations and operators of the algebra of coverings are computed in accordance
with the rules of fuzzy logic introduced above.

Algorithm 3 (computation of a (A, d)-invariant covering ).

1. Set i = 0 and specify ¢V.
2. Compute the covering

¢ = ¢+ m(my X p); (13)
if "t = ', then go to step 3; otherwise, assign i := i + 1 and repeat step 2.
3. Assign p't!:= ' End.

The convergence of Algorithm 3 and the property of the resulting covering are established by
the following result.

Theorem 1 (convergence theorem). There exists a finite number i = iynax such that the covering
o = ' = il = pimax determined by (13) is the smallest one satisfying conditions (11) and (12).

Proof. For the case of partitions, it was provided in [9]. When using the algebra of coverings,
the proof remains the same [17].

We introduce the operation

< L;, NB(cp,j) >= (min(Lm, KB, ; (1’1)), R ,min(Lm, B, ; (xn))) (14)

The result of this operation defines the row vector of membership functions of DES states for the
block of the covering 7y X ¢ obtained by intersecting the ith and jth blocks of the coverings 7y
and ¢, respectively. Then, in view of (10), we have

ppe  =<Ljup, > Mﬁ? (15)
77,\><4P1 ‘Pj
where Bﬁxxwi is the subset from step 2 of Algorithm 2 when computing the operator m(my x ¢°).

The relationship (15) is convenient to use when computing the fuzzy covering ¢**! by formula (13).

By setting ¢ = 0, we apply Algorithm 2 to find the covering ¢. For each state xo,; of the
observer Ay, we assign a block of the covering ¢ by using a representation in the form of a unit
vector of dimensions 1 x ng with the jth element equal to 1. Here, ng, ng < n, is the number of
blocks of the covering ¢, and the set Xy of the unit vectors has a dimension not exceeding that of
the state set of the original automaton A.

The equality
< Li,pp,; >=0 (16)

indicates that the ¢ith DES output is incompatible with the jth state of the DFSA Ay.

We will specify the transition function J§y of the observer by the family of matrices M(]f o
(1 <k<m,1<i<I), each corresponding to a certain combination of values of the DES inputs
and outputs. Next, we find

MB:;,]' =< LZ'MUIB%]‘ > Mf (17)
If the inclusion
B;f’j C By (18)
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holds, the DES states from the block B, ; of the covering ¢ under the output y; and input wug
are transferred to those belonging to the block B, ;. Hence, the matrices M(]f " can be found by
computing (17) and checking the inclusion (18) for various combinations of the DES inputs and
outputs: 1 < k < m, 1 <i <. Such a check can be performed using the following algorithm. (The
variables j and ¢ correspond to the states of the observer Ay before and after the transition.)

Algorithm 4 (computation of the matrices M(/;f .

. Set k= 1.
. Set i = 1.
Set M(lf”’ = Ongxng-
Set j =1, t=1.
. If (16) holds, assign j :=j + 1, ¢t := 1, and repeat step 5.
. Find the set B;: ; from the row vector of the membership functions computed by (17).
. Check the inclusion (18). If it fails, go to step 9.
8. Write “1” for the element of the matrix Méf Z(z, t) standing at the intersection of the jth row
and tth column. Go to step 10.
9. If t = ng, assign ¢t := t + 1 and return to step 7.
10. If j = ng, assign j :=j + 1, ¢t := 1 and return to step 5.
11. If ¢ = [, assign ¢ := ¢ 4+ 1 and return to step 3.
12. If k = m, assign k := k + 1 and return to step 2. End.

oS, RSO JUR

The algorithm assumes execution of several nested loops for elementary actions on matrices;
the total number of loops does not exceed lmn%, which characterizes its computational complexity.
Steps 1-4 specify the initial values of the variables ¢, j,¢, and k, which control the loop execution
sequence of Algorithm 4. Steps 912 serve to correct and control the limit values of these variables,
ensuring the convergence of the algorithm. Since all computations are off-line, the algorithm can
be implemented for real systems without significant computational resources, on a standard PC.
The main part of the algorithm (steps 5-8) is illustrated below.

Ezample 4. Let the DES dynamics during fault-free operation be described by the FFSA model
from Example 3. In addition, let the output function of the DES be specified by a fuzzy matrix L.
Suppose that a fault f; : (5 — 1)4,3 is possible in the system. As a consequence, the matrix M 3
takes the form of M;. Here are the newly introduced matrices for the DES with the fault:

00 0 0 O

105010 00 0 0 O

L=1005001]1, Mf: 0009 001
0 0 100 10 0 0 1
10 0 O

(The matrices M! and M? retain their previous form.)

For the FFSA model under consideration, we apply Algorithm 3 to find the (), §)-invariant
covering for ¢ = 0. The operator m will be computed in accordance with Algorithm 2. By setting
i = 0 and using (13), we obtain

@' =0+ m()\ x 0) =m(0) = {B**; B* B 5; B} = {(1,25); (2, 23); (w3, 24); (23, 25)},
where g+« = (1000 1). Continuing computations based on (13), one can show that
902 =l + m(7) X <p1) = ', Following step 3 of Algorithm 3, we set ¢ = .
For the sake of convenience, we begin the illustration of Algorithm 4 by presenting some inter-

mediate results. The table below demonstrates the results of checking the inclusion (18) (steps 5-8
of the algorithm).
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The results of Algorithm 4 (steps 1-7)

BwlﬁBﬂ—Al MY M?2 M3 BcplmBﬂr/\g MY M2 M3 BwlmBﬂ—Ag MY M2 M3
B;l g B@Q (Z) (Z) B;l g @ (Z) B@l B;l g @ @ @

ngﬁBﬂ—Al MY M?2 M3 BQPQQBW/\Q MY M2 M3 ngmBﬂ—Ag MY M2 M3
B;_Q g (Z) B<p3 (Z) B;_Q Q Q) B<p3 Q) B:Q g Q) BLPQ Btp4

BosNBry MY M2 M?|BoyNBro M' M? MP|BysnBns MY M2 MP
B;g g (Z) (Z) Bcpl B;:g Q Q) (Z) Q) B;g g Q) BLPQ Btp4

Byt Bry MY M2 M3 BoiNBro M' M? MP|BoinBns M' M2 MP
B;4 g (Z) (Z) (Z) B;4 g Bcp2 @ B<p2 Bcpl B;4 g @ Bcp2 Bap4

Horizontally, this table is split into four parts, each corresponding to a certain covering block B, ;
(the observer’s state x¢ j), 1 < j < 4, existing before the transition. Each part of the table contains
two rows. The odd rows describe the arguments: combinations of the initial covering block B, ;
with the blocks of the covering 7 (corresponding to the DES outputs) and with the matrices M?¥
used in the computations (corresponding to the DES inputs). The even rows present the blocks
of the covering ¢ corresponding to the next states of the observer after the transition. Based on
this table, we consider the process of finding the rows of matrices describing the dynamics of the
observer Ag. Note that steps 1-4 of the algorithm yield k = 1,7 =1, M&’l = O4x4,j=1,and t = 1.
Equality (16) fails, and (in accordance with step 5 of the algorithm) it is necessary to go to step 6.
Computations of step 6 and a check of the inclusion (18) (step 7) lead to step 9. The subsequent
return to step 7 and a check of the inclusion (18) confirm the latter’s validity for j =1 and ¢ = 2.
After executing step 8, the first row of the matrix M& ! will contain 1 in the second position. By
continuing Algorithm 4 for the other values of the variable j, 2 < j < 4, one will easily verify that
the remaining rows of this matrix are 0. Thus, for a certain pair of inputs and outputs, the form
of all rows of the matrix Mé” " is completely defined by the table. For example, the elements of the
third row of the matrix M(lf 2 are 0 for all k € {1,2,3}, while the elements of the fourth row of the
matrices MO2 3 and Mg’ 3 contain 1 in the second and fourth positions, respectively.

6. FORMATION OF THE CONTROL LAW

Consider the following terminal control problem for a DES: it is required to transfer the system
from an initial state 2(0) € X to a certain final state ", " € X. Note that the solution of this
problem cannot be guaranteed based on a single reference trajectory due to an uncertain response
of the DES to the same input actions. In other words, one can speak of controlling the system states
only up to blocks of a certain covering of the set X. As a result, in practice, the existence of several
correct trajectories may be required, with the possibility of transition between them depending on
the DES response. The problem of forming correct alternative trajectories is closely related to the
specifics of a particular system and will not be considered in detail here.

If a fault fs is diagnosed in the DES, the mentioned covering is a covering ¢ [9]. Hence, the
original terminal control problem is replaced by that of transferring the system state from a block Bg
of the covering ¢, 2(0) € Bg, to a block B, of the covering ¢, z" € Bg,. Next, it is necessary to form
the required trajectory in terms of blocks of the covering ¢, representing a sequence of transitions:
BS, — B}D — -+ = B{, where at least one state of the subsequent block is reachable from at least
one state of the previous block. Note that the specified sequence will be realized regardless of the
errors in DES transitions caused by the fault f; since the resulting distortions of its state lie within
the same block of the covering . Also, we emphasize that this sequence bijectively corresponds to
a certain sequence of transitions of the observer Ag : 28 — 2§ — -+ — },.

Following [9], we will associate the value of the generated new input u, with the current value
of the transition function dg of the observer or, equivalently, with the block B ; of the covering ¢
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whose states are reachable from the states of the block B, ; (see (17) and (18)). For example, if the
above chain of transitions contains a transition BZ; — ij’l, 1 <i < r—1, then the block pr here
can be treated as the block B ;, and ijl as B, ;. Consequently, the new input u, is completely
defined by the desired next block of the covering ¢ in the chain of transitions.

Consider now the rule for forming the mapping g. This rule is based on analysis of the transition
function 0y of the observer. The problem here is that for the same pair of combinations of the
DES output y and the observer’s state ) associated with the block Bfo of the covering ¢, there
may exist several inputs implementing the required transition of the DES to the state z, € X. To
eliminate the arising ambiguity, we choose an input ensuring the highest degree of confidence in
the transition of the system to the specified state x, in accordance with the criterion

J = max [pirt (@4). (19)

Ezample 5. We return to the DES with the fault f; from Examples 3 and 4. Let the terminal con-
trol problem consist in sequentially transferring this system from the initial state 2(0) = 21 € By 1
to the final state 2" = x3 by realizing the chain of transitions x; — x5 — x3. We associate this
chain with a sequence of blocks of the covering ¢. Since 3 € B, 2, the only correct transition is
ensured by the DES input u;. This can be verified using the table as a basis for forming the map-
ping g. However, if the output y3 is formed instead, then the transition is implemented to the state
x3 rather than to the state xo. In other words, the originally specified trajectory (chain of DES
transitions) is violated, and a transition to another correct trajectory is needed.

If another DES output is formed (not y3), then the transition to the state x3 can be ensured. In
this case, according to the table, the input uy will implement the next transition to the block By 3,
containing the state x3. The formation of the output y3 will then confirm the successful transition.

Let us illustrate the optimization approach based on the criterion (19). Suppose now that
x3 € By 2, the DES output is y3, and while realizing the alternative trajectory z1 — z3 — x3, it is
required to preserve the same state (z, = x3) with the greatest confidence. According to the table,
the state can be preserved with the inputs uo or uz. After a successful transition, we have x3 € B 2
or w3 € By 4, respectively. However, in the latter case, the value of the criterion J is greater than
in the former: J = pup_,(z3) =0.9 vs. J = up,_,(z3) = 0.6. Therefore, the choice uz is preferable.

7. AN ILLUSTRATIVE EXAMPLE

Consider the process of change management in an IT system [17, Table 1]. This process is one
of the most important for I'T systems: it is responsible for managing the life cycle of all changes
and facilitates the implementation of useful changes with minimal interruption of I'T services. The
agents of the process are:

1) the initiator (an IT department representative who performs the initial processing, assign-
ment, and control of changes);

2) the executor (an engineer who makes changes to configuration elements or coordinates the
contractor’s work on these changes);

3) the Advisory Change Committee (ACC, an advisory body that meets regularly to assess and
plan changes);

4) the process manager (an IT department representative who controls the change management
process and forms suggestions for its improvement).

In [14], the fuzzy finite state automaton model of a process was introduced, and a solution of
the fault diagnosis problem of the process was proposed. Omitting the detailed description of the
model itself, we present the list of the variables used. The following external events are considered
to be model inputs: u; (work plan completion), us (plan approval by the ACC), ug (transfer of the

AUTOMATION AND REMOTE CONTROL Vol. 87 No. 10 2026



938 SHUMSKY, ZHIRABOK

non-approved plan for revision), uy (transfer of a task and a work plan to the executor), us (work
completion), and ug (entering of the changes made in the I'T system library). The following stages
of the regulations are considered to be model states: z1 (formation of a task and an implementation
plan), x2 (coordination of a task and a work plan by the ACC), z3 (coordination of a task and
a work plan by the process manager), x4 (carrying out works by the executor), x5 (check of the
carried out works by the process manager), and zg (completed works). Available information
about some stages of the regulations is used as outputs. The model allows noncritical deviations
in the actions of the process agents from the original (reference) regulations. The initiator’s error
fi:(x2 = 23)g,,u, is considered. The fuzzy covering ¢ is specified by the membership functions
hpy = (10000 0), ppy = (011000), hpz = (0.10.100.800), hpy = (0.20.1000.70), and

B = (00000 1). Recall that the blocks of the covering correspond to the observer’s states zJ,

xd, 3, 23, and .

The reference trajectory has the form xy — x93 — x3 — x4 — x5 — xg. This trajectory
corresponds to the following sequence of transitions between the blocks of the covering ¢ : Bg —
Bi, — B}D — B?D — Bi’, — B;l,, initiated by the sequence of inputs ui, uo, u4, us, ug and leading to
the sequence of outputs y1,y2,ys, Y4, Y2, y5 (see [14, Table 4]).

The trajectory 1 — 9 — 3 — x93 — T3 — x4 — T — xg is also correct: the process
manager transfers the task and work plan for repeated coordination to the ACC. It corresponds to
the following sequence of transitions between the blocks of the covering B¥ : Bg — B}D — Bi, —
B}O — B}O — pr — Bg — Bé, initiated by the sequence of inputs w1, uo, u4, uo, uq, us, ug and
leading to the sequence of outputs yi1, y2, y3, Y2, y3, Y4, Y2, ys (see [14, Table 5]).

The trajectory x1 — x3 — 4 — =5 — g is incorrect, caused by an error of the process initia-
tor. It corresponds to the following sequence of transitions between the blocks of the covering ¢:
Bg : BC}) — pr — Bg — Bf}), initiated by the sequence of inputs w1, ug, u4, us and leading to the se-
quence of outputs y1,ys, ¥4, Y2, ys (see [14, Table 6]). If this error is detected, it is proposed to make
a transition to the reference trajectory, starting from the state xo,z9 € Bc}), using the input wuy.

The real-time formation algorithm for the new input u, and the mapping g ensuring accom-
modation to the process initiator’s error can be obtained based on the results of this paper. It is
omitted here because of simplicity and page limits.

8. CONCLUSIONS

In this paper, the following results have been obtained when solving the general fault accommo-
dation problem for DESs.

1. The mathematical apparatus of the pair algebra of coverings previously proposed by the
authors [17] has been extended to the case of covering blocks specified by fuzzy sets. The pair
algebra of fuzzy coverings has been elaborated. The necessary computations of the operations and
operators of the algebra can be supported by existing applied software packages, e.g., MATLAB.

2. The concept of an observer as applied to an FFSA has been introduced. New mathematical
constructs of the pair algebra of fuzzy coverings have been used to develop an algorithm for designing
an FFSA observer (Algorithm 4).

3. An optimization approach has been proposed to find the new input u,, mapping g, and input u
of the DES in order to ensure a high degree of implementability of the fault-tolerant control law.
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